Lexmark HelpDesk Integration – Technical Requirements

Customer Requirements - Overview
· Firewall
· Outbound: Provide Lexmark with IP addresses/ranges of each system environment attempting to connect and execute the HDIS API (QA & PROD)
· Inbound: Add Lexmark’s IPs to customer firewall (Prod & Non-Prod)
· 40.70.240.154, 20.44.121.198
· Port 443
· Development
· Outbound: Build workflows or services to implement required Customer Initiated Events with Lexmark’s HDIS API 
· Inbound: Build REST services to allow Lexmark to CREATE/UPDATE tickets into customer system, as needed; provide URL details to Lexmark
· Authentication
· Outbound: Configure customer initiated events to authenticate to Lexmark APIs
· Supported: Basic Auth or OAuth2
· Notify Lexmark of preferred method
· Inbound: Send Lexmark details to authenticate from Lexmark system
· Supported: Basic Auth or OAuth2 

Customer Initiated Events
Standard set of available Lexmark APIs. Typical integrations utilize CREATE, UPDATE, ESCALATE, and CANCEL. Details are as follows.
· CREATE
· Create a new ticket in Lexmark’s system
· QA URL Endpoint: POST https://qa-api.lexmark.com/b2b/v1/cases/
· JSON Body
· {
·   "contactFirstName": "",  -- required
·   "contactLastName": "",  -- required
·   "contactEmail": "",  -- required
·   "contactPhone": "",  -- required
·   "contactSecondaryPhone": "",
·   "title": "",  -- required
·   "description": "",
·   "serialNumber": "",  -- required or customerProductNumber (Asset Tag)
·   "customerProductNumber": "",
·   "customerTicketNumber": "",  -- required
·   "comments": "",
·   "attachment": [ -- array, up to 3 attachments
· {  
·     "fileName": "",
·     "content": ""
·   }
· ],
·   "address": {
·     "storeFrontName": "",
·     "street1": "",
·     "street2": "",
·     "street3": "",
·     "city": "",
·     "stateProvince": "",
·     "zipPostalCode": "",
·     "country": "",
·     "building": "",
·     "floor": "",
·     "room": ""
·   }
· }
· Expected Response: 201 OK
· {
·   "caseNumber": "CAS-21298-J1Y8W5",
·   "customerTicketNumber": "INC00123"
· }
· UPDATE
· Send additional comments, send attachments
· QA URL Endpoint: PATCH https://qa-api.lexmark.com/b2b/v1/cases/{id}/updateCase
· {id} = Lexmark’s ticket #
· JSON Body
· {
·   "comments": "",
·   "attachment": [
·     {
·       "fileName": "",
·       "content": ""   -- base64 encoded
·     }
·   ]
· }
· ESCALATE
· To request an escalation on a ticket
· QA URL Endpoint: POST https://qa-api.lexmark.com/b2b/v1/cases/{id}/escalateRequest
· {id} = Lexmark’s ticket #
· JSON Body
· {
·   "escalateRequestReason": ""
· }
· CANCEL
· To cancel a ticket in Lexmark’s system; for example, if closed/resolved/cancelled in customer system first
· QA URL Endpoint: POST https://qa-api.lexmark.com/b2b/v1/cases/{id}/cancelRequest
· {id} = Lexmark’s ticket #
· JSON Body
· {
·   "cancelRequestReason": ""
· }

The following APIs are available and generally used for “pull” scenarios; where a customer will schedule a service to call Lexmark’s API to get new tickets or lookup updates on existing tickets

· STATUS
· To get the current status of a ticket from Lexmark’s system
· QA URL Endpoint: https://qa-api.lexmark.com/b2b/v1/cases/{id}
· {id} = Lexmark’s ticket #
· Response will look like the CREATE/UPDATE JSON from Lexmark Initiated Events below

· GET CASES 
· Get all the new tickets from Lexmark’s system
· “New” is defined as customer tickets that do not have a customer ticket # assigned to them yet
· QA URL Endpoint: GET https://qa-api.lexmark.com/b2b/v1/cases/?NoOfPastDays={NoOfPastDays}&caseOrigin={caseOrigin}&caseType={caseType}
· Filter Options (not required): 
· {NoOfPastDays} = integer; # of days from today to check for new tickets
· {caseOrigin} = specify to filter on origin: e.g. Phone, Email, Predictive, etc
· caseType = filter on ticket type: e.g. BreakFix
· UPDATE TICKET #
· Update Lexmark’s ticket with customer’s ticket #
· Typically used for “pull” scenarios and called after GET /cases to update Lexmark’s system
· QA URL Endpoint: PATCH https://qa-api.lexmark.com/b2b/v1/cases/{id}/customerTicketNumber
· {id} = Lexmark’s ticket #
· JSON Body
· {
·   "customerTicketNumber": ""
· }

Lexmark Initiated Events – From Lexmark To Customer
Lexmark can send new tickets and updates to the customer system. 
· Customer is required to provide a REST web service to support both CREATE and UPDATE
· These can be two different services, or a single one
· Basic or OAuth 2 support
· For CREATE, successful response is required to include data for the following fields
· 	{
· 	  "lexmarkTicketNumber": "",
· 	  "customerTicketNumber": ""
· 	}

For both CREATE & UPDATE, Lexmark will send the following JSON data:
CREATE/UPDATE From Lexmark 
{
    "caseNumber": "CAS-123-123213",
    "customerTicketNumber": "INC1234",
    "createdOn": "2022-02-11T19:14:58Z",
    "origin": "HDIS",
    "type": "Break Fix",
    "state": "Resolved",
    "status": "Completed",
    "detailedStatus": "Completed",
    "title": "Lexmark MS521DN 31.40C error ",
    "description": "Lexmark MS521DN 31.40C error",
    "customerAsset": {
        "customerAssetName": "Test Printer",
        "serialNumber": "123456789",
        "customerProductNumber": "AssetTag01",
        "crmAddress": {
            "storeFrontName": "Store #100",
            "street1": "100 Test Street",
            "street2": "",
            "street3": "",
            "city": "FakeCity",
            "state": "KY",
            "postalCode": "12345",
            "country": "USA",
            "building": "",
            "floor": "",
            "room": ""
        }
    },
    “requestorInfo” : {
	“firstName” : “”,
  	“lastName” : “”,
	“workPhone” : “”,
	“alternatePhone” : “”
    },
    "customerRequestDate": "",
    "workOrder": [],
    “salesOrder”: [],
    "comments": []
}
workOrder: contains detailed information on a technician dispatch
· Example: 
· "workOrder": [
· 	{
·             "workOrderStatus": "Service Action Complete - Debrief Successful",
·             "workOrderNumber": "10011468",
·             "workOrderType": "Break/Fix Repair",
·             "createdOn": "2022-02-10T22:17:11Z",
·             "debriefInformation": {
·                 "actualStartDate": "2022-02-11T19:17:11Z",
·                 "actualEndDate": "2022-02-11T19:14:02Z",
·                 "resolutionCode": "Other / See Comment",
·                 "actionNarrative":"replaced a part on the printer"
·             }
·         }
·     ],
salesOrder: contains detailed information on product orders needed to resolve the incident
· Examples:
· "salesOrder": [
·   {
·     "salesOrderNumber": "ORD-735006-L9Y0Z7",
·     "salesOrderStatus": "In Progress",
·     "orderLines": [
·       {
·         "productName": "MS51x MS510 M1145 LV SPR CA US",
·         "productNumber": "35S0040S"
·       }
·     ]
·   },
·   {
·     "salesOrderNumber": "ORD-734233-N9T4X3",
·     "salesOrderStatus": "Shipped",
·     “carrier” : “United Parcel Service”,
·     "trackingNumber": "1Z1234123",
·     "trackingLink": http://wwwapps.ups.com/WebTracking/processInputRequest?tracknum=1Z1234123,
·     "shippedDate": "2022-03-16T00:00:00Z",
·     "orderLines": [
·       {
·         "productName": "MX43x Repaired Svc Ptr MX431adn LV CA C",
·         "productNumber": "29S0200S"
·       }
·     ]
·   },
·   {
·     "salesOrderNumber": "ORD-734520-P7J5N8",
·     "salesOrderStatus": "Delivered",
·     “carrier” : “Purolator”,
·     "trackingNumber": "ShipTrack1234512",
·     "trackingLink": https://www.purolator.com/en/app-tracker.page?pin=ShipTrack1234512,
·     "actualDeliveryDate": "2022-03-30T00:00:00Z",
·     "shippedDate": "2022-03-23T00:00:00Z",
·     "orderLines": [
·       {
·         "productName": "C74x C748  Service Printer",
·         "productNumber": "4H0206ZS"
·       }
·     ]
·   }
· }
· ]
Note: salesOrder is an array. In most situations, there will only be 1 sales order. 
· salesOrderStatus: In Progress, Back Ordered, Order Accepted, Shipped, Delivered, Canceled
Comments: is array of possible multiple comments, ordered by datetime
· Example: 
· "comments": [
·          {
·             "createdOn": "2022-02-11T19:16:30Z",
·             "createdBy": "Lexmark",
·             "description": "lexmark comments2"
·         },
·         {
·             "createdOn": "2022-02-11T18:16:30Z",
·             "createdBy": "Lexmark",
·             "description": "lexmark comments1"
· 	}
·     ]
Note: Most fields are informational and not typically stored in the customer system 
Fields that will trigger updates to customer system:
· state  -- Active, Resolved, Canceled
· status  -- In Progress, Completed, Misrouted, Pending Requester Input
· detailedStatus – Tech Dispatched, Tech En Route, etc
· workOrder.workOrderStatus – many possibilities
· salesOrder.salesOrderStatus – In Progress, Back Ordered, Order Accepted, Shipped, Delivered, Canceled
· comments
